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Integrate WMD Preparedness programs and initiatives.

Initiate an outreach program to private sector to increase
awareness and education of CBRN threats.

Promote proactive strategies for FBl components with
other government agencies, the Intelligence
Community and private sector.

Provide threat capability assessments of WMD incidences
and intelligence for investigative purposes.

Staff each Field Office with a highly trained WMD
Coordinator.



Discuss types of chemical threats to national
security of United States

Discuss how international events could affect
security and operations in the United States
chemical industry



1. Explosives — Oxidizers/fuel mixtures, ANFO,
Peroxides/Black pepper; Synthesis, TATP, Urea Nitrate)

2. Toxic Industrial Chemicals (TICs-methyl isocyanate,
pesticides, benzene)/Toxic Industrial Materials (TIMs)

TIC/TIM Burning at Chemical

Plant in Jacksonville, FL


Presenter
Presentation Notes
Toxic Industrial chemicals such as benzene, methyl isocyanate, pesticides (carcinogens, irritants, endocrine disruptors).

Toxic Industrial Materials are used in the same context with TICs.  The burning of TIMs releases toxic vapor and gases which create a mass casualty situation.  Toxic plume clouds are extremely hazardous because of inhaling toxic fumes, vapors and gases.  


Types of Chemical
Threats

3. Chemical Poisonings (cyanide, ricin,
thallium)

5. Chemical Agents (Blister, Blood,
Choking, and Nerve Agents)


Presenter
Presentation Notes
Chemical poisonings have existed for centuries to assassinate, murder, and communicated via terrorist threats.



Improvised chemical device- mixing  japanese bath salts and pesticides with hydrochloric acid-based detergents have gained popularity in Japan.  Pesticides and detergents have been mixed with the same effects in the United States.  The mixture produces toxic hydrogen sulfide gas (H2S) which poses adverse health effects to first responders, law enforcement official and innocent bystanders and can result in death.



Chemical agents are hard to acquire but are the most lethal if deployed or disseminated in a chemical attack.


Probability of a Chemical Attack
(Low to High)
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Poison



Presenter
Presentation Notes
(U//FOUO) While presentation will not focus on explosives, it must be recognized that terrorists have mastered the art of producing and using explosives.  An improvised explosive device is the most likely method that terrorist will use to carry out a large mass-causality attack due to their familiarity, ease of acquisition of explosive precursors, and proven success.  However, CW (chemical wafare agents) is low on the probability, but is the most lethal and causes the most mass casualties.  This probability chart is based on the most recent types of attacks conducted by terrrorists.  Explosives is the most used method by terrorists, but lone offenders use poisoning as their method of conducting a chemical attack.




Angeles, Washington DC)

Contamination of food and agricultural
products (agroterrorism)

Government facilities
Sports Venue



Presenter
Presentation Notes
There have been threats to conduct chemical attacks on populated cities, politicians, government buildings, sport venues, water treatment facilities, malls, airlines, chemical storage facilites, railways and mass transit system.


Possible Targets [,

Water Treatment Facilities
- Mall/shopping centers

- Chemical Sites (plants, tankers, seaports,
universities)

- Railways/Mass Transit Systems
. Petroleum Facilities
. Airlines



Presenter
Presentation Notes
Chemical plants and storage facilities are vulnerable targets within the United States due to large number of facilities.  Additionally, tankers, vessels and railcars transporting chemicals could viable targets in conducting a chemical attack.  Populate  venues such as mail, shopping centers and mass transits systems are could be targets for a chemical attack.  Water treatment plants, petroleum facilities and airlines remain high on the list for possible when terrorists or lone offenders consider a chemical attack within the United States.


International Events Thatr(
Could Effect Operation in \{(+
US Chemical Industry S

- Wars in Afghanistan and Iraq

Foreign espionage and theft of intellectual
property

. Attacks on United States interests (abroad)

Piracy (hijacking of US ships transporting
chemicals from US businesses)

Trade restrictions on chemicals with countries
such as North Korea, Syria, Iran, China



Impact on US Chemical
Industry In the Event of
Chemical Attack

Loss of revenues/profits
Increased operational cost
Increased in physical security

Higher insurance rates due to theft of
chemicals/vandalism

Cost of Contamination Cleanup

Increased training for awareness of
vulnerabilities to facilities/infrastructure


Presenter
Presentation Notes
Restriction of sales of dual-use chemicals – licenses and certificates to use chemicals

Tetrodotoxin – research limit of 100 mg for purchase

Loss of profits, increased physical and cyber security leads to higher operational cost for chemical companies




- In December 2008 Jeffrey Don Detrixhe received
a sentence of 70 months in federal prison for
attempting to sell 62 pounds of sodium cyanide
to be used nefariously.

- In 1995, the bombing Alfred P Murrah Building
with 5,000 Ibs ammonium nitrate plus fuel by
Timothy McVeigh resulted in 168 deaths and
hundreds injured.

- In 1982, several deaths resulted in the tampering
of Tylenol® with sodium cyanide in Chicago
metropolitan area.


Presenter
Presentation Notes
Incidences of domestic terrorism have occurred in the United States which resulted in deaths and jail time.  The bombing of the Alfred P. Murray Buidling and the lacing of Tylenol with sodium cyanide are two of the most renowned chemical attacks to occur within the United States.  The arrest and conviction of Jeffresy Don Detrixhe in 2008 for attempting to sell over 60 lbs of sodium cyanide to Aryan Brotherhood thwarted any nefarious use of the chemical.  He pled guilty to one count of prohibition against chemical weapons with a sentence of 70 months.


- Lone Offenders are responsible for the majority of
CBRN domestic cases.

- Lone Offenders may have aspirations to conduct
chemical attack.

- 6 known attempts since 2002.


Presenter
Presentation Notes
Lone offenders and individuals are opportunistic and may have aspirations to conduct a chemical attack within the United States.


anuals on Conducting( |
Chemical Attacks  \&

- Manuals used as a reference to conduct
chemical attacks (internet).
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Presenter
Presentation Notes
Assorted Nasties, Silent Death and the Anarchist Cookbook are manuals that have recipes and methods to conduct a chemical attack.  These manuals can be found on the internet for sale.


BE PROACTIVE NOT REACTIVE
TO DETER CHEMICAL ATTACKS
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Chlorine tanker derailment Police responding to a
in South Carolina H,S gas suicide
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Training Scenario



Please call 911 in the event of a chemical
attack.

Please contact FBI Field Office In
perspective state for WMD Coordinator.



	������Current National Chemical Threat to the United States �����Dennis Butler�CBRN Weapons, Tradecraft and Tactics Unit�Federal Bureau of Investigation� April 30,  2009           
	 �MISSION��    Integrate WMD Preparedness programs and initiatives.��Initiate an outreach program to private sector to  increase awareness and education of CBRN threats.��        Promote proactive strategies for FBI components with other government  agencies, the  Intelligence�Community and private sector.��Provide threat capability assessments of WMD incidences and intelligence for investigative purposes.��Staff each Field Office with a highly trained WMD�Coordinator.��
	Objective
	 Chemical Threats
	        Types of Chemical �      Threats
	Slide Number 6
	�Possible Targets
	�Possible Targets
	  ��International  Events That �Could Effect Operation in �US Chemical Industry�
	Impact on US Chemical �Industry In the Event of � Chemical Attack
	�Incidences of Domestic �Terrorism in United States
	���Lone Offenders�
	� Manuals on Conducting �Chemical Attacks
	 
	 

