o ;H

o
2* NIEHS

National Ins of Environmental Health Sciences

Telecommuting IT
Resource Training

CiTRIX
Program

Ne:ghborhood

|rtual

C Y

L !
e sttt JF

rivate Timbuktu

etwork

\?a;‘-g,FRWCEQ g
f/ J ZUN:S
8 (A
3 : = é
; C g
%,
%} DTS






Table of Contents

Windows Telecommuting ..........cccooiiiiiimmimmecnn e 1
Citrix ODbjectives........ccoiiiiiiiiini i ————— 1
What is @ CitriX SeSSION? ... s nnnaaas 1

o 0] 0] =7 o o OSSR 1
0 To] 11 1T o PR 2
Limited Programs. ......coooooooieeee e 3
Log on and off a CitriX S@SSiON ........cceeeviiiiiiimimiessne s 3
First method: NFUSE ... 3
Second method: Desktop ICON.........uiiiiiiiiiieeece e 6
Third method: Programs ..............eeeeeieiiiiii e 6
LOQg ON ProCeSS SEAIS ...coevviiiiiiiiie e eaaaaas 7
Locating files on your Telecommuting computer .........cccceiiiiiirirreceennnnnnn. 8
Locating Files on your Office Computer............cccoiiiimmmiicccccsss e 9
SNare @ FOIAGN ..ottt eseeanesnnnnnes 9
Locate Files on Office COMPULET .........oooiiiiiiiiiiie e 11
Transfer files between office/telecommuting computers. ............cccccuu.e. 13
There are two methods for transferring files. ...........cccccoiiiie 13
Printing a Document ..o 14
Print at present 0Cation ....... ... 14
Printat office........oo 14
TIiMDBUKLU Pro ... s 15
Timbuktu Pro ObjJeCtiVES:.......ccoeeeeecee e 15
Open TIMBUKIU Pro.......ooeee e 15
(O] 01T o I @] o1 o =1 o] o RSP 16
The 10g ON WINAOW .......uiiiiiii e e e e e e e ea e eaeees 16
Trusted/RegiStered USEI ..........uuuuiiiiiiiiiiiiiiiiiiiiiiiie e 17
Actions available with Timbuktu Pro ..., 19
PrNtNG. oo 20
VPN 21
Connect USING VPN ...oooiiiiiiiiieeeeeeee e 21

Macintosh Telecommuting .......c...cooiiiiciiiicc e 24

BT TG U o 2 24
TimDUKIU Pro ODJECHVES: ........uiiiiiiiiiiiiiiiiiie e 24
Open TIMBUKIU Pro.........o o 24
OpeN CONNECHION......coiiii e 24
The 109 ON WINAOW ...t e et e e e e e e e e eees 25

Trusted/Registered USEr ............ciiiiiiiiccccccc e s 26
Actions available with Timbuktu Pro...............c...ccoo 28
PrINtING. o 29

Using NetloCKk VPN ... 30



Windows Telecommuting

Starting @ VPN SESSION ......cooiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 30
Disconnecting the VPN SESSION.......ccuuiiiiiiiiii e 34
Changing the VPN Group Password ... 35
A special warning about using OUtlOOK..............ccoeiiiiiiiiiiiccceeee e, 35
CitriX ODjJeCtiVeS..... ..o 36
What is @ CitriX SESSIONT .....uuueiiiiiiiiiiiiiiiiiiiiiiie e eeeeeennennnenne 36
Limited Programs.........ooooi i 38
Log on and off @ CitriX SESSION.......cccceiiiiiiiiiceee e 38
Making the CONNECHION ........cooiiieee 38
WINAOW SIZES ... .ot e e e e s 39
Mouse buttons and Key mapping in CitriX .........cccooeeiii 39
Getting Your Email .........ooomimiiiiiii e 40
Accessing and Saving files ...........uuuuuiiiiiiii e 41
QUIttING @ CitriX SESSION ... 42
Printing a Document ..o 43
Print at present 10Cation ... 43
APPENAIX A ... 1
Check list for Telecommuting .........cccoiiiireeeiciiiiirrr e 1

1



Windows Telecommuting

Windows Telecommuting

NIEHS Desktop support offers some Telecommuting information at this URL:
http://www.niehs.nih.gov/lsp/userguid/telecom/pc/pcvpnhub.htm

Citrix Objectives
The telecommuter will be able to:

. Log on and off a Citrix session

. Navigate the Network Neighborhood to locate your office computer or a
server

. Navigate and identify drives, files and documents on your office computer or
server

. Use the standard programs included in the Citrix environment to locate,
open, modify, create or save a file.

. Transfer files between the office PC and telecommuting PC
" Print a document to the local computer

What is a Citrix Session?

We begin with a physical separation between two computers

A
v

Telecommuting

Problem:
a. Slow
b. Must work with separate versions of document on each computer
c. No advantage of central storage.


http://www.niehs.nih.gov/lsp/userguid/telecom/pc/pcvpnhub.htm

Windows Telecommuting

Solution: Citrix server

* Citrix
Desktop

Telecommuting Office

The Citrix Server has its own desktop it will assign to you.

When you log on from either location the Citrix server will show you this desktop.

Citrix server

Citrix gi
Desktop '

P—

Telecommuting

Here is an example of what a Citrix session looks like.

The Citrix Window
appears on your desktop.

The Citrix server creates this
desktop. It is not your office
computer nor is it the
telecommuting computer

This Citrix server remembers you and
allows you to customize the desktop.

Bom| A TEEHBAS = BofB] 8] ge] Sl o] e | B 4 BLIDSLORR cnw



Windows Telecommuting

Limited Programs

From the Start Button on the Citrix desktop, select Programs.

The programs available are what the Citrix session provides. This is not the
same as what you have on your telecommuting or office computer.

Advantage:
a. Faster than running the program from your office computer

b. Will save to your Data folder located on the Network Attached
Storage (SAN) server.

Log on and off a Citrix session

3 methods to start the log on process

First method: NFuse

NFuse is a web interface for accessing a Citrix published application. It
requires a plug-in available for download on the Citrix Server. Systems
that do not already have this plug-in installed will see a Warning Notice on
the Citrix Nfuse Message Center screen, as well as a link to download and
install the file.

The easiest way is to use Citrix Nfuse is through your web browser at the
following link: https://citrix.niehs.nih.gov/. (Warning: you can not press a
back arrow to return here once you are on the NFuse page). Once you go
there you will see the following: .

1. NFuse Login Page will appear, enter your username, password, and
domain (Domain is NIEHS)


http://www.niehs.nih.gov/lsp/userguid/citrix/images/msgctr.jpg
http://www.niehs.nih.gov/lsp/userguid/citrix/images/msgctr.jpg
https://citrix.niehs.nih.gov/

Windows Telecommuting

NFuse

MetaFrame Applications

2. After your successful login, the following screen will appear (screens may
vary upon user privileges)

M emﬁrm Applications

3. If you click on "Citrix Applications" you will be presented with following
screen (Screens may vary upon user privileges)



4.

Windows Telecommuting

NFuse -

MftﬂFm'me-A_ppHmﬁaﬂs

If you open the "Citrix Desktop" folder you will see following screen
(Screens may vary upon user privileges)

MetaFrame Applications

Click on "Citrix Desktop" and a new window will open and you will be
logged into the Citrix Desktop. Click "Ok" to continue.

The "ICA File Security" Window will appear. Select "Full Access" and
"Always ask me once per connection" and press "Ok".



Windows Telecommuting

ICA Client File Security X

A zerver application iz trying to access your
loc:al client filles.

what access should be allowed?

" Mo hcoess
(" Read Access
{* Full Access

Do you want to be asked again?

{» Always azk me once per connection
" Mever ask me again for thiz application

" Mever ask me again far any application

From the Citrix Desktop you can access Outlook, Office, web browsers

and other programs. The Outlook profile will need to be set up the first
time you use it.

Second method: Desktop icon

Locate the desktop icon that launches your Citrix session.

Double click icon

Third method: Programs

Select the S| 1) t10n, choose Programs, slide over and select Citrix ICS
Client and Citrix Program Neighborhood

. i »
Programs L @ B0k

[ adabe k.
. Documents r FileMaker Pra 4.1

" Microsoft Project

Settings
S Citrix ICA Client

L4 a Citriz Program Meighborhood
Search v (B Timbuktu Pro » & 1CA Client Help

¥

¥ f&?ﬁ' Remove ICA Client
Help

Bur...

Shut Dowr, ..


http://www.niehs.nih.gov/lsp/howto/pc/exprfls.htm

Log on process starts

1. At this point, a window appears indicating
that your computer is connecting.

Windows Telecommuting

Connecting ko Fran
@g@ Initializing...
[

=101 x|

Eance|

2. After a few moments the Citrix window will appear containing the

Notice to Users message.

PGFran - Citrix ICA Client

Notice to Users:

only for authorized govemment use by authorized personnel. Unauthorized

intercepted, recorded, read, copied. and disclosed by and to autharized

this system

3. Read the message and click OK.

4. Now the Sign-in window will appear.

a. Fillin Username (same as email)
b. Fill in password (same as email)
c. The domain is NIEHS

5. When all information is present press
OK.

This is a U. 5. Government computer spstem, which may be accessed and used

access of use of this computer system may subject violators ba criminal, civil,
andron administiative action, Allinformation on this camputer spstem may be

personnel for official purposes, including criminal investigations. Such information
includes sensitive data enciypted to comply with confidentiality and privacy
requirements. Access of the use of this computer spstem, whether authorized or
unauthorized. constitutes consent to these terms. Thers is no right of privacy in

Phcitrix ‘ x|
Program

(el Neighborhood

©1990-2002 Civix&ystems Inc. Al Hghts reserved

‘windows |

Usermnamne: IUSEI|D
Password: I
Domain [MIEHS]

™ Save Password

Cancel
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The Citrix desktop now appears

Mo | | B

NOTE: The Citrix desktop is NOT the office computer’s desktop. It will not look
like the desktop you are used to seeing. This is normal. For more
information on this desktop see above on page 1

Now that the Citrix desktop is open there are some necessary skills for using the
environment.

Make sure you have all the information you need for your specific situation. See
checklist in Appendix A.

Locating files on your Telecommuting computer

1. Double click on the My Computer icon.

2. The window that opens displays the drives on your telecommuting
computer

agess [y conputer 2] o |
= bl = | Hame ¢ | Type | Total Size |
L@ . S04 on'Chart’ (A7) Nebwork Drive
e S04 on'Chant’ (C1)  Mebwork Drive 4,00 GB
My Computer 208 on'Chert’ (D:)  Nebwork Drive 14.9 GB
SPEgonChent’ (E:)  Matwork Drive 4.60 B
Seldact an ibem bo view its EHW “Chent’ {F:)  Metwork Drive 23 MB
el Straining on ‘atc’ (...| Metwork Drive 1.00GB
Citspdays the Fles and Folders on (=8 Control Panel Sy stem Folder
your computes
S alag: -] | i
f7 cbiectiz) 45 My Computer A




Windows Telecommuting

3. The drives correlate directly to the drive letters on - [Tvpe

your telecommuting computer. 244 on 'Client' {4 ) Netwark Drive
/ Clispe Mebwark Drive
The A drive (floppy drive) on your computer will be ~ SE0#on Client &) Network Drive
‘ . v I S2E$ on 'Client' (E:) Metwork Drive
the A$ on ‘Client”(A:) on the Citrix My Computer  &rsonicient (r:)  network Drive
window. Ptraining on 'atoz' {... MNetwork Drive

(8] Cartral Panel Syskem Fu:qu:Ier_I

4. Double click on a drive to open and look for a file

5. You use your normal method of navigation to locate the file.

Locating Files on your Office Computer

Share a Folder

Before you can access a folder on your office computer’s hard drive, you must
share it.

Note: You may ask your CSP for assistance in sharing a folder.

1. Using Window Explorer or double clicking on My Computer
locate the folder you wish to share.

2. Right click on the chosen folder.
3. At the bottom of the menu that appears, choose Properties

Telecommuting Properties

4. In the Properties window select the Sharing tab General Shaa | Seciiy |

“foi) can share this folder among othes users on pour
- F:;otk Taoenable charing foe this folder. chck Shae this

5. Activate sharing by selecting the Share this e S
Folder button. T

Shase name: IT elecommiiting

6. Change the share name if needed. Note share Commers: |

name on check list; see Appendix A. Usscliic @ s lowed
 Allow 32 Ulsess

7. Choose the Permissions button Ffclmmp e sl pamissios |

To configue settings for Offine access to -
this shared folde, chck Caching. ﬂl

oK | Cancel

| oo |
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8. On the Permissions window choose ADD.

9. At the top of the Select Users or
Groups window, Click on the = — L& [BuEs =
black triangle to the right of the Look — inFets L=l
in: field and select NIEHS. ik B
€ STEELEZ NIEHS =
€ STEGMAN NIEHS
10.Locate and select the name of the g s -
person you wish to give access to the Add | Checkanes |
folder. INIEHS\STEELEW
11.Click the Add button. e

12.Repeat for each person.
13.When finished adding press OK

14.The Permission window reappears with the individuals you have added listed in

the top section.
 Peamizsions lor Telecommating _____________KIFI|
. L. Sharn Pemezons |
15.Select them and decide the level of permission — we]
they will be granted. @ UserNpmes, ) —

Full Control Read, write, create and delete

Pesmisziona: Akow  Dery
Change Read and write :f: E §
Read Can’t make changes
16. When finished assigning permissions, click OK
Lo ] _coes | & |

17.Click OK again.

18.Now the folder icon will have a hand holding it, signifying it is a shared folder

#-fod Telecommuting

10
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Locate Files on Office computer

There are two methods to locate a file: one quick and one long
Quick Method

To use this method you must know the address of your computer. See Appendix A

1. From the Citrix Desktop click on the start button. iffistart|

2. Slide up and choose RUN.
3. This brings up the Run Window

4. Type in the address of the folder you wish to see.

The address is composed of two parts Run 21|
Type the name of a program, folder, document, or
. \\server name or \\com pUter name g Inkernet resource, and Windows will open it For wou,
In the figure to the right dirpcsvr is
the name of the server Cpen: i
Il. \folder on server _ [ ok | coned | mowse. |
In the figure to the right \macpc is a

folder on the server and \training is
a folder inside of the macpc folder.

5. Click OK to retrieve the folder or file

The long method (used if you don’t remember the proper address)

1. Double click on the Network Places

@ My Network Places

Ble Edt Yew Fgvorkes Joos Hep - E
icon. = - | Qserch Borikes |11 X 00| BB
Adress [B My Network Places =] @0
: . . p . oS .
2. In the next window double click Entire &, - Md“':!“ ] e%mk
Network My Network Places Flace &

11
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If at any time a window appears and doesn’t show any icons.
Look to the left section of the window and click on the entire
contents choice to view the icons

12

the Microsoft Windows Network.

In the Entire Network window open arrlL

¢ Microsoft
Wlinda, ..

Fle  Edt  Miew Favorites Took  Hel
oBack » = - Qisearch [F0
Address |_§ Entire hetwork

% iy

Entiré Network

Use the links below ko search For things
within your corporation.

Search for compubers
Search for files or folde

You may also viefs
of the network,

The next window will show all the available Groups on the network.

Choose the group that contains the computer you want.

I Microsoft Windows Network H=]
File Edit \Wiew Favorites Tools  Help |
SBack ~ = - | Dysearch [Folders 8| 5 05 X & | EE-
Address l-,l'a' Microsoft Windows Nebwork, ll ﬁ')\}GD
I_l- I 1 Name ¢ | comment N
=TIJI"‘L L &Cont_tpmc
. &Dertsms
Microsoft Windows
Network AhDir
éDir_etp
Dir &Dir_lecm
&Dir_lpc
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The next window will show all the individual computers available in that group.

File Edit Yiew Favorites Tools  Help

=1 B3

=Back v = - | Disearch [YFolders ¢H | [ 25 X & | B

Address I,ﬁ Dir

j ((;P)GD

Y Dirpcsyr

Comment: 10174239 Dell (Field)

Mame £ I Cormmenk ﬂ

gDiamondhack
@Dipha

=piry

DIR SM51.2 Server
e SN psyr 1010239 Dell (Field)
gDiscover

=izzyaz2 1014233 Dell {Field | |
= pjibauti f G

6. Scroll down and double click on the computer you want to open.

7. Once inside the computer, use your normal method of navigation to
locate the file.

Transfer files between office/telecommuting computers.

There are two methods for transferring files.

Method 1:

Method 2:

transfer the file to a floppy, zip, Jaz, CD-R, etc. Manually
carry it from one computer to another

Copy from office computer to telecommuting computer
directly or vice-versa.

1. See instructions for locating a file or folder on the telecommuting
computer above on page 8.

2. Once the window displays the desired file or folder, leave it
aside and locate the file or folder on your office computer.

3. See instructions for locating a file or folder on the office
computer above on page 9.

4. With both windows open (telecommuting and office computer)
you are free to drag and drop files and folders.

13
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Printing a Document

Print at present location

In the Citrix session, the default printer of the computer you are using will
become the default printer.

Within all applications on Citrix, use the regular method for printing.

The print window will show you all the printers that you have available on the
computer you are presently using.

Print at office

Connecting to a printer in the office from the telecommuting computer
1. You need to know the name of the target printer (see Appendix A)

2. From the Start button S} |ower left of screen, choose RUN

3. Inthe RUN window type \\Heti\printername
4. Click OK
5. Follow the prompts for installing the printer driver.

When completed the new printer will be available from any Citrix application.

14
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Timbuktu Pro

Timbuktu Pro Objectives:
The telecommuter will be able to:

»= Open Timbuk2 and connect to target computer

= Access programs that are on the office computer
» Open and transfer file between computers

= Connect to office printer

Open Timbuktu Pro

Method 1:

1. Double click the desktop short cut.

Windows

Method 2

Windows:

1. From the Start button 5=t in jower left, select Programs, Timbuktu
Pro, Timbuktu Pro.

15
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Open Connection

After starting the program, the main window will appear

Windows: File Edit “iew Setup Services Connections Help
=14 =
G & = o= N )
Send Euchange Control  Observe  Motify Chat Intercom
Addrgss Book: ) : [ Aress E’] Becent | @ TEF'HlF'|
Contains the connection profile Becks. | 1B | Cornectons |~ Bk
for the office computer Address Book:[persona R = = e R
Service | Computer Name | Address | Description
Obzerve TB2 2 Demo TimbuktutsfinDe...  Obszerve - Dema Syster

=== Cantral Office G4,450 Control -

1. Double click the connection
that you wish to activate.

il [

|1 item(z] selected

The log on window

The log on window will appear. This window determines how you will connect
with the target computer

Decide which method: Ask Permission or Trusted.
Ask Permission

If you choose Ask Permission, you must wait for the person at the target
computer to give you permission to access the computer

Login to G4,/450 " —Control |

This computer has been secured, you can..

1+ sk for permission [someone has to be there to admit youk

" Login as Aegistered user [you were assigned & name and passward]

Neme: |
Fasswiord: |
Change Wy Fassword,
Help | Cancel l
Windows

While waiting you will see a window similar to this:

waiting
W aiting For admittance from: T
BT L Cancel |
Address: G4./450
Service: Conbrol Help

16
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Timbuktu Desktop

Edi

it View Window Special Help =

AR T [

Fabder List

‘ Publicatian Speci
ﬁ Sofrware Licaase
ﬁ Wab Committes
B sazmp
E Sant ams
€ Tarks
“ Wab Fomsms
- ﬁ Mailbes - GrasleEnic
5] catandar
] o
B canticta

-
| A

Windows

Once the target computer allows access, the Timbuktu desktop window appears.

Trusted/Registered user

For the trusted choice you will be asked for a user name and password.

Windows

Once you have accessed the machine, a window will appear showing the

Timbuktu desktop of the target machine.

17
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Timbuktu Desktop

[Bdew = Buprint Gty

Fabder List

ﬁ Publicstian Speci
bseles ‘ Sofrwars Licasss
ey Tt T a Wab Committes
By sasamp
5§ santitams
@ Tusks
“ Wab Formss
- ﬁ- Mailbes - Srasle.Enic
v [F] Sebindar

= tase

|~ [ ceanicu :J:I
=i

Windows

Within this new desktop you can operate the office computer (target computer)
the same way you operate it when physically at the office

18
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Actions available with Timbuktu Pro

Action buttons
The following actions are activated by buttons: control, look and exchange.

File Edit View Setup Services Connections Help

e @E e[ =g

] o e T B W he e
Win: Action buttons EZIEss %ﬂe:ﬁgéum @iTCP.‘lP|
along top of program | | ———0

W|nd0W Sevice Computer Hame | Address [ Deseription
Observe  TBZ 2 Dema TimbuktuwinDe.  Dbserve - Demo Syster

== Control O 50 F Control -

4] |

[1 tem(s] selected

How much access?

Control  allows you to move the cursor and perform regular actions on the
office computer

Look allows you to see everything on the Office computer, but you
cannot perform any action.

Exchange Transfer files from one computer to another.

= Exchange Files with Office Computer o ] 5

Eile  Vigw
Telecommuting Computer

Locel Drives: I & i (C_DRIVE) 'I Elil

(L) Documents and Seftings (] VWINNT

(3 HyperCD (3 wmanz2
. . (] Maestrot ] Adohewehlog
1. Navigate to find the) |Shuee. B
. (I3 PSFONTS ] caziso
file(s) and folder(s). |Seuw
Office Computer
[ *Drivers O mt [ Virtual PC™ 31
. (L Applications (Mac OS 9) ([ Messages Received (L3 WST USH Flopg
2 . D rag th e fl I es frO m (] Desktop Folder (2 QuickTime™ Folder (20 VTC Training G
. (2] Dacuments [C RealPlayer (] webButtons 1
One Wl ndOW to the (21 HP Laser.Jet Folder (2] System Folder E 8265 2
. »l

other to copy.

Windows

19
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Printing.

Print document from within the Timbuktu desktop exactly as you would if you
were in the office. The chosen printer at the office prints the document.

You can change the printer choice using the usual method within the Timbuktu
desktop.

20
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VPN
Virtual Private Network

Connect using VPN

Step 1: Launch the VPN client.

This should be an icon on your desktop. Contact your CSP if the
icon is not present.

The VPN client can also be found by going to the START menu
and choosing ALL PROGRAMS.

Step 2: The Connect window will appear. It should be configured to NIEHS.

kit

Onielack

Bt TR R E TS €
Press Connect.

O Q@B 10 WY B sem

Step3: The Connecting Status window will appear

— Bl

21
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Windows Telecommuting

Step 4: Log In window. Use your regular User ID and Password

al  winupdate

User Authentication for NIEHS

@ Enter Username and Passiword

Usetname,
[feldi

Passward:

Cancel |

DEM L0 Ee @ e

Click OK

Step 5: The Warning window appears.

50N A

uber Audibl

Cisco Systems VPN Client

This is a U. S. Government computer system, which may
be accessed and used only For authorized government
use by authorized personnel. Unauthorized access or
use of this computer system may subject violators to

criminal, civil, and/or administrative action. Access
or the use of this computer system, whether authorized
or unauthorized, censtitutes consent to these terms.
There is no right of privacy in this system.

Continue Diseonmnet |

Click Continue

22



Windows Telecommuting

Step 6: You are now connected to the NIEHS network. Use your
computer as if you were physically at the institute.

Check Status or Disconnect: You can use the VPN icon in the system

tray in the lower right

Status. ..
MNotifications. ..
Disconnect

Stateful Firewal (Ahways on)

About, .,

yﬁﬁﬁﬁﬂﬂﬂ MSVOM 1 () o oo e

23
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Macintosh Telecommuting

NIEHS Desktop support offers some Telecommuting information at this URL:
http://www.niehs.nih.gov/Isp/userguid/telecom/mac/home.htm

Timbuktu Pro

Timbuktu Pro Objectives:
The telecommuter will be able to:

* Open Timbuk2 and connect to target computer

= Access programs that are on the office computer
= Open and transfer file between computers

= Connect to office printer

Open Timbuktu Pro

Method 1:

1. Double click the desktop short cut.

=,
FEmiekte £l
Macintosh

Method 2

1. From the Apple icon _® in upper left select Timbuktu Pro.

Open Connection

After starting the program, the main window will appear

Note: If the New Connection window is not visible, from the File menu choose
New Connection.

0 =———=New Comnec tion

1_ ACt'Vate the Address Books tab_ Atiress Buoks \ /ppleTalk \ TCRAIP | / TER/IF canner |

Personal Address Book

ID

2. Select the Personal Address Book

3. Click Open.

24
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Macintosh Telecommuting

This opens the Personal Address Book

4. Double click on the connection [ =————"ersonal Address Book — H &
profile you wish to open.

&, office Y ~| Hame |0Office |
Timbukt¥ero Test Ma:

TCP/IP
Enter the Internet name or address of the
cormputer you wish to connect to,

I IF address here |

The log on window

The log on window will appear. This window determines how you will connect
with the target computer

Decide which method: Ask Permission or Trusted.
Ask Permission

If you choose Ask Permission, you must wait for the person at the target
computer to give you permission to access the computer

Control Target Computer as:

3 Public Yisitor
() Ask for Permission
) Trusted Visitor

Marme: Name| I

Passward:

sssssssssseses | [ ] Add to Keychai I'k

[Set Password] [ Cancel ] ” Ok ]l

Macintosh
While waiting you will see a window similar to this:
W aiting
W aiting far admittance from:
G4/450
Address: G4./450

Service: Control Help |

Once the target computer allows access, the Timbuktu desktop window appears.

25



Macintosh Telecommuting

Timbuktu Desktop

& Fflle Edit Setup Service Window 5 Help

FreeHand 3 MIEHS Citrx

Qe COEORERAEG » @|Cne

Macintosh
Trusted/Registered user

For the trusted choice you will be asked for a user name and password.

Control Target Computer as:

) Public Yisitor
() Ask for Permission
@ Trusted Yisitor

Marne: Name) I

Password: |eseessssssesss | []Add to Keychairk

[Set Password] [ Cancel ] ” Ok ﬂ

Macintosh

Once you have accessed the machine, a window will appear showing the
Timbuktu desktop of the target machine.
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Timbuktu Desktop

& Fille Edit Setup Service Window € Help

e ONOEBERAS > 800y

Macintosh

Within this new desktop you can operate the office computer (target computer)
the same way you operate it when physically at the office
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Actions available with Timbuktu Pro

Action buttons
The following actions are activated by buttons: control, look and exchange.

I
mﬁend .
T Mac: Action buttons
PR located on separate
oo toolpar, elthe.r
vertical (as pictured)
[ chat :
or horizontal
EIlKnuck
[g' I nterearn
&2 Invite
Macintosh

Note: Macintosh users, if the buttons are not visible, from the Windows menu
choose Show Button Bar.

How much access?

Control  allows you to move the cursor and perform regular actions on the
office computer

Look allows you to see everything on the Office computer, but you
cannot perform any action.

Exchange Transfer files from one computer to another.

u] Exchange Files with Jfice Computer =]
Telecommuing comprber Office cormpuber
> i
111 items 15,668 20 items
i Macintosh HD - ktep 2_renuBar LY/ 4
52 L [ s_gremission 2 |8
P108/26/020imlz 5.0 HB [#) 4_gxcmange files piet 89K
EReditionsl slids- RFFT 49K [ 5—emchengecopy 78K
[ adress_beak 28K [l 6sent messoge 82K
B At Aot 78 95K EETEE R 122K
i) TP [ satress_bsak 28K
0§ svriseres (_Reaers | L spete_icen K
S Atice T [Cemeen ) (5 desktopaicon o K[+
1. Navigate to find the

file(s) and folder(s).

2. Select the file in either
window and click Copy

Macintosh
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Macintosh only: Buttons available on desktop window.

Toggle between Control/look

Take a snap shot of the desktop screen

Record a QuickTime video

Toggle between scrolling with cursor and
regular scroll bars to the right and bottom.

Toggle between showing a section of the desktop
in the viewing window or the entire desktop.

Printing.

Print document from within the Timbuktu desktop exactly as you would if you
were in the office. The chosen printer at the office prints the document.

You can change the printer choice using the usual method within the Timbuktu
desktop.
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Using Netlock VPN

This section shows you how to connect your Macintosh from a network
connection outside of NIEHS into the NIEHS network. Once a VPN connection is
made, you will have the same access to NIEHS network services that you have
on campus.

Note: Using Netlock VPN software requires an active network connection. If you
use a dial-up connection or other non-continuous network connection, you must
start the connection before launching the Netlock VPN Client. You also need
Remote Access Approval to connect to the NIEHS network from outside.

30

1.

2.

Starting a VPN session

Click on the Netlock icon near the right end of the menubar at the top of
the screen. Choose Netlock Cisco Client from the menu that drops down
from it. (There is a similar icon in your Control Strip - use either one.)

3 04 PM
| About Netlock...

Metlock Cisco Client .
Connection 5tatus
Preferences

Help

fbout Metlock. .

Preferences

This will launch your default web browser (Internet Explorer or Netscape).
Netlock VPN uses the web browser for all its controls.

Note: If you get an error message and the Netlock client page does not
appear, it may be because you have firewall software installed on your
Mac that is blocking communication with the VPN server. You need to
disable this software or preferably configure it so that is does not block
port 9161.

When the Netlock VPN Client for Cisco page appears, click on the
Connect button.


http://www.niehs.nih.gov/compuref/remote/home.htm

4.
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Forward Stop Refresh Horne AutoFill Print Mail

[ =—————— (@ Netlock VPN Client for Cisco =il =]
4 = © @ P = u e

Back

| @) http:/ /127.0.0.1 2181 Joisco ogi

4l

: : .

§ Connection Entry:

] \  wm Options... ¥
AW m= 5 (options..__¢]

A

3/

= Connection Description:

i MNIEHS WPMN Connection

netlock 1p Address of Remote Server:
157.98.128.4

Cunnectl

a4 2bng il yooqdoas \\u:uuas

About | Main | Status | Prefs | Help | Show Logfile

o Internet zone

[z

The Netlock software will connect to the NIEHS Cisco VPN server...

Back

Forwatd Stop Refresh Horne AutaFill Print ail

[l =————— (@) Netlock ¥PN Client for Cisco Monitor B
4 0 @ P = =)

| @ http://127.0.0.1 2161 foisco ogi

1g the Ente;rprfse

el . securi;

& Netlock VPN Client for Cisco
= G %W Status Monitor
1 _

2 A Login Requested...

=

g

a Info:

=/

-

= netlock [Discunnect] [Refresh]

s

% About | Main | Status | Prefs | Help | Show Logfile
=

/

g

T | I

o Internet zone

2

...and display a User Authentication page. Enter your NIEHS Username
and Password, then click on the OK button. (Your password must be

entered in the correct case.)
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F=———————— @ Netlock VPN Client for Cisco Local User Authe.. =————=0 B
< 2 = T
Back Forward Stop Refresh Horne = AwtoFill Print Mail

(@) http://127.0.0.1 3161 foisco ogi

—

The remote péer requires_ additional user
\ 1 . authentication to authorize this connection.
We

v/ %
& S lUsername: |marshal3
Password:

g

netloclk

SapI0AD I

Kiogsiyg

L Wpmas

yooqdong

yabog -

= A L~
= ~SEEI1Fﬁ‘-g the Eﬂte,'prl_’s'e

0 Internet zone

[

5. A Negotiation in Progress page appears while your password is being
checked. If authentication is successful, a small notification window is
displayed telling you that a secure session has been established.

& :
5 Secure session established with Concentrator at ‘

157.98.123.4

The browser window will also change to show the Netlock VPN Client for
Cisco Monitor page. This window confirms that your VPN connection is
active and shows some information about the connection. Most of this
informaton will be of no interest to you, but at some point you may want to
know your virtual IP address. This is the NIEHS address your Mac is using
during the VPN session. You will receive a new address for each session.
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0 =——— (@ Netlock ¥PN Client for Cisco Monitor =—"———-F01H
Q e« 2 = e
Back Forwatrd Stop Refresh Haorne : AutoFill Print Mail L

m@ http://127.0.0.1 13161 feisco egi

(@) The Computer Support Home Page () Desktop Client Information Page  (Q) hittp:/ friffraff niehs nih.gov fipphp 3

-

B Netlock VPN Client for Cisco

A Q w Status Monitor

()

E: o N

El NIEHS

- Duration: 0 00:14:43

@ Bytes InfOut: 112/264

= Frames In/out: 2/3 Y

= Encryption: 3DES AT
.9 netlock Authentication: MDS NIEHS IP
é Campression: Off address
g Lifetime: 08:00:00

= PW Save: 1

'_U Client IP Address€_157.98.202.4

B Concentrator IP Address: 157798TToe

% Primary DMS: 157.98.8.6

& Secondary DMS: 157.98.8.7

Protected Network: 0.0.0.0/0.0.0.0

Info: This is a U, S, Government computer system, which may be
accessed and used only for authorized government use by
authorized personnel. Unauthorized access or use of this
computer system may subject violators to criminal, civil, and/or
administrative action. access or the use of this computer
system, whether authorized or unauthorized, constitutes
consent to these terms, There is no right of privacy in this
system.

[Discnnnect] [Refresh]

S

@ Internet zane

Now that a VPN session is active, your Mac is effectively part of the
NIEHS network and you have the same access to NIEHS network
services that you have with your on-campus Mac. The VPN session will
remain active until you disconnect it or until it has been idle for at least one
hour.

A side effect of being part of the NIEHS network is that you may lose
access to services on your own local network. If you use TCP/IP
networking to connect to a local printer, file server, or other service, you
won't be able to use it while you are logged onto VPN unless that service
is accessible from NIEHS. This is really the "flip side" of the problem that
VPN solves. To regain access to local network services, you will need to
disconnect from VPN. Please note that this will not affect printers, hard
drives, scanners, etc., that are connected via USB or FireWire.

There's no need to leave the Netlock VPN Client Monitor page displayed.
You can close the web browser window or use it to visit other web sites as
you would normally do. You can get back to the Netlock window any time
from the Netlock menu.
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Disconnecting the VPN session

1. When you are ready to end your VPN session, just click on the Netlock
menu as you did in before and choose Netlock Cisco Client. The Netlock
VPN Client for Cisco Monitor page will appear again in the web browser
window. Click the Disconnect button.

O (@) Netlock ¥PN Client for Cisco Monitor HE
4 « ff P = ]
Back Forward Stop Fefresh Huorme AutaFill FPrint FMail -

P (@) nttp://127.0.0.1 9161 feisco.cgi
@ The Computer Support Home Page @ Desktop Client Information Page @ http:/ friffraff.niehs nih.gowfipphp 32

Protected Metwork:

4l

-g" sm:r .ﬂg the Enterprfse
3 Netlock VPN Client for Cisco
= G W Status Monitor

2| .(‘ﬁ

g 4 ¥ NIEHS

P Duration: 0 00:14:43

P Bytes In/Out: 112/264

g {“} Frames InfOut: 2/3

-

= Encryption: 3DES

e

n netlock Authentication: MD5

é Compression: Off

= Lifetime: 08:00:00

E'/ Py Sawve: 1

/_; Client IP Address: 157.98.202.4
B Concentrator IP Address: 157.98.128.4
% Primary DNS: 157.98.8.8

E Secondary DMS: 157.98.8.7

0.0.0.0/0.0.0.0

Info: This is a U, 5. Government computer system, which may be
accessed and used only for authorized government use by
autharized personnel, Unauthorized access or use of this
computer system may subject violators to criminal, civil, and/or
administrative action, Access or the use of this computer
system, whether authorized or unauthorized, constitutes
consent to these terms. There is no right of privacy in this
systerm.

[Discunnec;]
3

[Refresh]

O Internet zone

NEC

2. When the session has disconnected, a small notification window is
displayed telling you that the Security Association has been deleted.
That's another way of saying the session has ended.

. Security Association with Concentrator at
fﬂl 157.95.128.4 has been deleted
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Changing the VPN Group Password
You may at some point be notified that the VPN Group Password has
changed. To learn how to change this in your configuration, see Changing
the VPN Group Password.

A special warning about using Outlook

You can use Microsoft Outlook with VPN, but you must remember to follow these
two rules:

e Always start Outlook after beginning the VPN session.
e Always quit Outlook before ending the VPN session.

The reason for this is that Outlook needs to be connected to the
Exchange server full time, and it will hang the Mac if it loses this
connection. Since Outlook uses the VPN IP address, ending the VPN
session breaks Outlook's connection, and your Mac will freeze.
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Citrix Objectives
The telecommuter will be able to:

. Log on and off a Citrix session

. Navigate the Network Neighborhood to locate your office computer or a
server

. Navigate and identify drives, files and documents on your office computer or
server

. Use the standard programs included in the Citrix environment to locate,
open, modify, create or save a file.

. Transfer files between the office PC and telecommuting PC
. Print a document to the local computer

What is a Citrix Session?

We begin with a physical separation between two computers

A
v

Telecommuting

Problem:

d. Slow
e. Must work with separate versions of document on each computer
f. No advantage of central storage.
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Citrix server

Solution:

" Citrix
Desktop

x|

Telecommuting Office

The Citrix Server has its own desktop it will assign to you.

When you log on from either location the Citrix server will show you this desktop.

Citrix server

Citrix =
Desktop ‘

P—

Telecommuting

Here is an example of what a Citrix session looks like.

The Citrix Window
appears on your desktop.

The Citrix server creates this
desktop. It is not your office
computer nor is it the
telecommuting computer

This Citrix server remembers you and
allows you to customize the desktop.

Bom| A TEEHBAS = BofB] 8] ge] Sl o] e | B 4 BLIDSLORR cnw
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Limited Programs

The programs available are what the Citrix session provides. This is not the
same as what you have on your telecommuting or office computer.

Advantage:
When telecommuting it is faster than running the program directly from
your office computer

Log on and off a Citrix session

Making the connection

1. Establish a connection to the Internet.

2. Locate and open the Connection files folder that you dragged to the
Mac's desktop. This folder contains several connection files that have
been preconfigured to connect to NIEHS or NIH services.

3. Start by connecting to the Citrix Desktop. Double click on the file named
Citrix Desktop - fullscreen. This connects to the Citrix server at NIEHS
and displays a Windows desktop. You may receive a message from
Norton AntiVirus as the Citrix software writes a temporary file to the hard
drive. This is normal. Click the Remember button and expect to see these
messages when you use Citrix.

4. When the Citrix window opens, the first thing you see as the desktop
comes up is the standard security Notice to Users. Click the OK button to
continue.

5. Next, you see a Windows log on window. Enter your NIEHS User name
and Password in the fields provided. Remember that your password must
be entered in the correct case.
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- Citrix Desktop

Microsoft

Copymight @ 1935-1953
Mmool Comparation

:Ilj_.l Wndm

Basilt on NT Taclﬂnlnt_',';.-

T ——

Once you have logged on successfully, the Windows desktop appears.
This is "your" desktop in the sense that settings you make, bookmarks or
favorites you save, etc., while you are logged in will be available again the
next time you log in. It does not, however, use any settings from your
Macintosh.

Window sizes

The preceding instructions had you launch the Citrix Desktop - fullscreen. The
"fullscreen" indicates that the Citrix window use your full Macintosh screen. To
get back to your Macintosh desktop, you can hold down the Control and Option
keys to make the Mac menu bar visible, then choose Finder or another
application from the Application menu.

If your Mac's screen is large enough, you may find it more convenient to use the
Citrix Desktop - 800x600. As it's name implies, this gives you a Citrix window
that's 800 pixels wide and 600 pixels high. If your's Mac's monitor is set to a
higher resolution than 800x600, such as 832x624 or 1024x768, etc., you can use
the Citrix Desktop - 800x600 connection file. This will make the Citrix desktop
appear in it's own separate window. You can find your Mac's monitor setting by
opening the Monitors control panel.

Mouse buttons and Key mapping in Citrix

Using a Windows desktop occasionally requires a right mouse button or some
keys that you don't have on your Mac keyboard. Citrix provides a way to get
around this.

e To generate a right mouse button or "right click", hold down the Option
key and click the mouse or, just press the = (equals) key above the
numeric keypad.

To generate an Alt key, press the Mac's Command key.

o To generate an Insert key, press the 0 (zero) key on the numeric keypad

(num lock must be OFF for this to work). Note that most Macintosh
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40

keyboards don't show you whether num lock is on or off, so you may have
to guess. Num lock will be OFF when you begin a Citrix session.

Getting your Email

You can run Outlook inside the Citrix window to access your NIEHS email
account. This is very similar to using Outlook on your Mac at work except
that you won't have access to your personal folders. This is because
personal folders are stored on your Mac's hard drive while your Inbox,
Calendar, Contacts, etc., are stored on the Exchange server.

. To start Outlook, double click on the Microsoft Outlook icon on the Citrix

desktop. As Outlook opens, you may see a User Name window that asks
for your name and initials. You should enter your full name here, not your
user ID, and your initials. Click the OK button when you're finished.

User Name I

Please enber your Full neme and initials below. This
information will be used in Office warkgroup features.

Mame: | Jchn Marshal
Iritists: |

This is used in the Microsoft Office registration for Outlook as well as
Word, Excel, etc. You should only have to enter this information the first
time you use Outlook.

. The Outlook window opens. Its appearance and operation are very similar

to Outlook on the Macintosh. To exit Outlook, click the "X" icon in the
upper right corner of the Outlook window or click on Outlook's File menu
and choose Exit and Log Off.
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~ Citrix Desktop - B00X600

& Inbow - Microsoft Outlook

My Do |Eh Edk View Favgrites Tools Actions Help

Rice.Ro... Weekly Scientific Events List

Alfred C... 8th Annual John Diggs Lecture Thu 7/11/..
Ciden.K... Consistency in MIEHS Polcy Thie Ff11/2..,
Litte, Fr.., ‘Waber Conservation Measures Thu 7111J2..,
Cozart.P... July Issue of Connectiors fvailable wied 7/10/...
Py, Janet Temporary Fove from B2 Wed 7/10/...

P P Fie i e ks

Frome  Olden Kenneth Toe %mﬁvﬂmmm
Subject:  Consistancy in NIEHS Poicy T

There 1= conniderable emphasns at the Department relative to a “one-HHES"
approach to communicahons,  For this reason, I'm talang this opporhunity to
remind each of you of the need for a similar level of consistency withn WNIEHS
{ | ¥ou may find yourselves on occasion discussing IMIEHS policy, plans, and

Microsoft
Cuthook

Accessing and Saving files

1.

2.

hd

In the Citrix Desktop window, double click on My Computer. This shows

all the mapped drives in your Citrix session. to provide access back to
your Macintosh, Citrix maps the A:, B:, C: drives to your Mac's Floppy
drive, CD or DVD drive, and Hard Drive, respectively.

Citrix Desktop

LEJ. My Computer !EI
J File Edit Wiew Favorites Tools  Help |ﬁ

J 4= Fack ~ = - | Qi zearch i
J.ﬁ.gh:lress I@, Fely Computer i 5 IJI;I.‘I: ;_I ﬁGD

™Y

Fe) VI =

e A% on 'Client'  Bf on 'Client’
My Computer (A (B}

Select an iterr ! =
description, Mac Hard Orive —@ :

Displays the files and Folders on 4 on 'Client’  Control Panel
ol computer - (i

|4 object(s) | [@ My Computer i

Inside the My Computer window, double click on C$ on ‘client’ (C:). This
opens a window displaying the contents of your Mac's startup Hard Drive.

You will probably find this the most useful of the mapped drives.
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You can use the C: drive to open files directly from your Mac Hard Drive in
applications you use in the Citrix session and you can also save files from
applications in Citrix back to your Hard Drive.

Since the Citrix session functions like any other Windows PC logged into the
NIEHS network, you can also use My Network Places to access NIEHS file
servers such as Catoe or the DIRPCSVR.

What you can't do is access files directly from your Macintosh at NIEHS. To get
around this, you can bring files home on a removeable drive or save them to a
Windows file server like Catoe or the DIRPCSVR so you can get to them from
Citrix.

Quitting a Citrix session

1. When you are ready to leave a Citrix session, click on the Start menu in
the bottom left corner of the Citrix window and choose Shut Down.

2. A window named Shut Down Windows appears. In the field labeled
"What do you want the computer to do?" you should see Log off (userid).
If you don't, click on the drop-down menu at the right end of the field and
choose Log off (userid), then click the OK button to quit the session.

Shut Down Windows E |

g! ‘What do you wank the computer to do?

=]

l 0 off marshall

Ends your session, kEaving the computer running on
fudl powses.
oK J.}I Cancel I Help I

Note that a Citrix session will automatically shutdown if it is left idle for
more than 30 minutes.
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Printing a Document

Print at present location

In the Citrix session, the default printer of the computer you are using will
become the default printer.

Within all applications on Citrix, use the regular method for printing.

The print window will show you all the printers that you have available on the
computer you are presently using.

For this to work properly, you must have a PostScript printer. Most laser printers
meet this requirement, but most inkjet printers do not and will not print properly
from Citrix
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Appendix A

Check list for Telecommuting

I I Y I B I O O

[]

O 0O 0O o

[]

Have Citrix and/or Timbuktu installed and configured on your
telecommuting and office computer

Name of Office Computer

Path to Office Computer on Network

What to type in RUN window to reach office machine

Name of Telecommuting computer

Identify the drives on your Telecommuting computer. (you may leave

some blank)
A: _Floppy Drive C: _Hard drive
D: E:
F: G:
U: Other:

Name of server(s) used

Location of server(s) used

Is File and Printer sharing enabled?
Is the folder shared?

Name of shared folder

Network printer names

Complete list of important URL’s
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